SOCIAL NETWORKING:  EMPLOYMENT RELATED
 IMPLICATIONS FOR BUSINESS

I.
Most Common Employment-Related Uses

A. Increasing Business Use of Social Media.
Understand the phenomena we are addressing:  as just one example, Facebook reports as of May 4, 2010 that it has more than 400 million active users; that people spend more than 500 billion minutes per month on Facebook; that there are more than 70 linguistic translations available on the site.  But this is not just “social” interaction; Facebook has both personal and business accounts.  In fact, Facebook reported in March 2010 that more than 700,000 businesses have active pages on its site.  


Companies use social media for a wide array of business-related purposes such as branding, client development and service, research, recruiting, and to improve employee engagement and facilitate multi-office workplaces.  Recognizing this business-related use, Facebook provides a number of business-related applications, including document sharing, networking tools, and blog promotion.   In other words, Facebook and other forms of social media and networking can be a very inexpensive means for advertising what a business is and does, and what services and products the business offers. 

Facebook is not the only “player” in terms of business use of social media.  Twitter recently reported that Dell Outlet has generated more than $3 million in revenues as a result of Twitter posts.  Twitter is undoubtedly one of the fastest-growing forms of social media.  As of May 12, 2010, Twitter reportedly had approximately 6.2 million people register accounts per month.  In turn, advertisement companies such as Sponsored Tweets, Twittad, and Ad.ly, interested in creating relationships with customers and advertisers' brand or product, pay popular tweeters to tweet. 
Examples of common internal and external business uses of social media:

( Internal information sharing

( Public relations

( Market research

( New business prospects

( Lead generation

( Customer Service

( Customer Satisfaction

( Competitive analysis

B.
Concurrent “Personal” Use of Social Media.
Estimates vary as to the number of people currently involved in social networking, but study after study indicates that a significant segment of the population engage in some form of social networking.  Significantly, many of these people engage in social networking while at work or using employer-provided equipment (in office and/or mobile devices).  

The number of people involved in social networking clearly impacts the workplace.  According to Deloitte’s 2009 Ethics & Workplace Survey, 22% of employees say they use some form of social networking five or more times per week, and 15% admit they access social networking while at work for personal reasons.  The study also found that 60 percent of business executives believe they have a right to know how employees portray themselves and their organizations.  Not surprisingly, the survey found that employees disagree, as more than half (53 percent) say their social networking pages are not an employers concern.


 A July 2009 study conducted by a Boston IT advisory firm, Nucleus Research, found that nearly half of employees use Facebook during work hours, some as much as two hours per day.  This study also found that one of every 33 workers built their entire Facebook profile during work, and that 77% use Facebook during work hours. Tellingly, 87% of those who access Facebook at work couldn’t define a clear business reason for using it, according to the study. This study also found that employees who have access to Facebook lose an average 1.5% in total worker productivity.
B. Non-Employer Sanctioned (Personal) Platforms.
( Blogs

( MySpace

( Facebook

( LinkedIn

( Twitter

( Yammer

( “Wikis” such as Wikipedia

II. Monitoring and Regulating Use of Social Media


Employees’ use of social networking sites poses increased risks for employers because it allows creation and exchange of user-generated content.  The most common risks are disclosure of confidential company information; disparaging co-workers and/or the company, or its products or services; or posting inappropriate videos on YouTube that were recorded on or about the workplace, any of which could be embarrassing or harm the goodwill of the business.  
It is worth noting that some employment lawyers question whether a separate policy is needed at all, given more general employment guidelines and what is assumed to be common sense.  In particular, these lawyers believe that a policy on social networking can tie the hands of employers because such policies require the employer to anticipate and “draw lines," and once drawn, an employer can get entangled in litigation over which side of the line the conduct or content fell.

An employer may, however, have legitimate concerns about the amount of time employees spend "cyberslacking", or the types of business related information employees knowingly or unknowing convey on social networking sites.  As a result, an increasing number of companies are implementing policies governing employees’ engagement in social networking.    


Whether employees are communicating outside the company for personal reasons or with co-workers and business partners regarding work-related projects, employers should consider implementation of clear policies regarding the use of social media.   Such policies should not only explain the employer’s expectations, but also take into account the fact that employees may not realize they can expose their employers to risk by posting business-related information or inappropriate, harassing or discriminatory comments or statements. 

The precise contours of an employer’s social media use policy will depend on the organization, its culture and approach to social technologies, and the nature of work performed.  For instance, a social networking policy that significantly restricts what employees can say about their employers may be very different from a policy aimed at employees who are encouraged to use social media for developing client relations.  

Before considering a social networking policy, it is important that in house counsel or the Human Resources personnel responsible for the policy be sufficiently familiar with social networking to better understand its impact and potential.  In this regard, such personnel should join in the conversation.   For example, consider opening accounts with LinkedIn, Facebook, and/or Twitter. Invite colleagues to be "friends," contacts, and "followers."   Surf sites such as Facebook, Twitter and YouTube to get an idea of who participates and engages in the conversation.  In other words, learn what social networking is about before attempting to monitor or regulate it. 


An important part of this process is to monitor the “conversation” that occurs on social networking sites.   The reality is that what was said in the living room is now published on Facebook.  What people do in private is now broadcast on YouTube.  Likewise, what employees talk about at the water cooler now appears as tweets on Twitter, or worse, goes viral across a myriad of social media platforms.   All of it available to millions with the simple press of "send." 

And don’t forget to find out what the company’s customers and competitors are saying.  

When assessing the appropriate social media policy, consider adopting a policy for both internal and external communications.   Regardless of whether for external or internal purposes, employers should consider the following when determining the content of a social networking policy:

   
1.  Requiring personal blogs, tweets, Facebook postings and other on-line communication to have clear disclaimers that the views expressed are solely those of the author and do not represent the views of the company.

  
 2.  Requiring that content published on an individual employee’s blog, tweet, Facebook and other online communication must comply with the company’s policies concerning harassment, discrimination, confidentiality, and disclosure of proprietary data. 

  
 3.  Reminding employees to be respectful to the company, other employees, customers, partners, and competitors.

   
4.  Reminding that social media activities cannot interfere with the work commitments, with a specific reference to the company’s electronic communications use policies.

   
5.  Instructing employees that they are not to reference or site company clients, partners, or customers without their express written consent and that a copy of such consent must be provided in advance to the company’s Human Resources Director.  Additionally, and regardless of having obtained such consent, employees should not be permitted to publish any information regarding a client or customer during the engagement/period of service.

   
6.  Instructing employees that they are required to adhere to all copyright laws, and reference or cite sources appropriately. 

   
7.  Reminding employees that company logos and trademarks may not be used without advance written consent, which must be provided to the company’s Human Resources Director.

Examples of how two nationally known companies based in the Northwest have approached social networking policies are found below.  (Both companies asked not to be named).   
One of these companies encourages social networking by employees using the following parameters:    

[Our] policy was written from the perspective that we need to guide employees to use social networks responsibly because we know we cannot prevent their access at work.  Technology is moving too quickly; employees have PDA, phones, [and] other devices that give them access to social networks at work (even if they are not using company equipment), and we will probably not be successful trying to block all social networking sites.  So instead we want to encourage responsibility and appropriate use during company hours.

At this point in time, social networking sites like Facebook are blocked by our systems; however, there are a couple of work groups that have justified access to [use] them for business purposes:  Marketing and Business Development.  Discussion is underway right now [as to] whether or not access should be granted to all employees (versus on an exception basis), and then use would be managed at the supervisor level.

With these guidelines in mind, this company implemented the following social networking policy:

[Company] regards social media as a form of communication that can

encourage relationships among individuals, facilitate new ways of

thinking, generate creative solutions to problems, and increase

knowledge sharing. While social media offers new opportunities for

communication and collaboration, its use also brings on new

responsibilities for [Company], its employees and contractors. 

This policy applies to all regular employees, temporary workers and

contractors of [Company] who participate in use of social media

including, but not limited to, the following: 

Multi-media and social networking websites such as MySpace, Facebook,

LinkedIn, Yahoo! Groups and YouTube 

Blogs (such as The Bubble or Yammer) 

Wikis such as Wikipedia and any other site where content can be posted 

Other products or services that allow for the free posting of

information in an electronic, sharable format. 

Employees may choose to participate in social networks or other social

media activities and we trust and expect that employees will exercise

good judgment when doing so. Activities in or outside of work that

negatively affect the employee's job performance, the job performance of

others, or [Company’s] reputation or business interests are subject

to company policies. As always, employees are responsible for ensuring

their use of social media is consistent with company values, policies

and Business Conduct Guidelines. Violation of this policy or any related

policy may result in disciplinary action up to and including

termination. 
To help employees navigate the world of social media, the following

guidelines have been established. 
Social Media Guidelines

Know and follow [Company’s] Business Conduct Guidelines 

[Company] provides computing resources and access to computer

networks as tools to accomplish business objectives. As such, computer

systems should be used for business purposes and in conformity with the

company's Business Conduct Guidelines. 
The company may monitor, limit, restrict, suspend, deny, or extend

access to its data and system resources, and the company conveys no
expectation of privacy or confidentiality to employees when using 
[Company’s] electronic assets. Access to such tools is a privilege, not a

right and may be discontinued at any time. 
If you have any questions about whether you ought to publish something

online, chances are the Business Conduct Guidelines, particularly the

guidelines around privacy and confidentially, harassment and

discrimination, insider information, and electronic communications, will

help. If, after reviewing the guidelines, you are still unsure whether

you should post something, it is best to seek your manager's advice. 
Protect confidential and proprietary information 

Social computing blurs many of the traditional boundaries between

internal and external communications. Because of this, it's important to

remember that you must not disclose information that personally

identifies our customers (individuals or employers) on any social

networking site. This includes their names, medical and financial

records, Social Security and account numbers, addresses and all other

data indentifying an individual, group client or customer. Employees

must not disclose or use company confidential or proprietary information

(such as confidential financial information, business plans or

prospects) in any online social computing platform outside of company

authorized communications. See Privacy and Confidentiality Policy for

more information. 
Be mindful that what you publish may be public for a long time 

Remember that everything you publish may be copied and repurposed or

published without your knowledge or permission by anyone who has access to social media inside or outside of [Company]. Everything you

publish may become public and may be viewed by your colleagues, managers and [Company’s] customers, competitors and vendors for an unspecified time. You are personally responsible for the content you publish on blogs, wikis or any other form of social media. 
Identify yourself and take ownership 

The lines between public and private, personal and professional are

blurred in online social networks. Be thoughtful about what you post or

publish and how you present yourself. If you choose to identify yourself

as a company employee or to discuss matters related to [Company] on

your website or blog, please keep in mind that although you may view

your website or blog as a personal project and a medium of personal

expression, some readers may nonetheless view you as a de facto

spokesperson for the company. In light of this possibility you must

observe the following guidelines: 
Ensure that content associated with you does not conflict with your work

at [Company] and with company policies. 

Unless you are presenting ideas or thoughts in a professional capacity

for [Company], make it clear that you are speaking for yourself and

not on behalf of the company by writing in first person and include the

following disclaimer: "The postings on this site are my own and don't

necessarily represent [Company’s] positions, strategies or opinions."

Since information posted to social media is in the public domain, be as

respectful to the company, our employees, our customers, our partners

and affiliates and others (including our competitors) as the company

itself endeavors to be. 

Do not use company trademarks on your site or reproduce company material without first obtaining permission. 

Note: [Company] authorizes only certain employees to speak on behalf

of the company or make public disclosures regarding company finances,

performance or material information. 
Respect copyright, privacy, fair use and financial disclosure laws 

For [Company’s] protection as well as your own, it is critical that

you respect others' intellectual property rights, including [Company’s] own copyrights and brands. You should never use the name,

trademark or logo of [Company] for any purpose other than authorized

business; and any use must be consistent with [Company’s] Policy for

Trademark Use. 
Respect others 

Remember that [Company] is a national organization whose employees,

customers, business partners, and vendors reflect a diverse set of

values and points of view. Don't be afraid to be yourself, but do so

respectfully. Do not engage in any conduct that would be unacceptable in

[Company’s] workplace. This includes not only the obvious such as

avoiding the use of ethnic slurs, personal insults, obscenity, and

pornography, but also proper consideration of privacy and topics that

may be considered objectionable or sensitive. See Harassment and

Discrimination Policy, Standards of Conduct Policy and, Information

Systems Security and Usage Policy for more details. 
Always take the high road 

Keep the tone of your comments respectful and informative, never

condescending or "loud". Use sentence case format, not capital letters.
Don't pick fights, be the first to correct your own mistakes, and be

truthful. Don't alter previous posts without indicating that you have

done so. It is alright for employees to disagree, but please don't use

social media to air your differences in an inappropriate manner or to

engage in inflammatory debates. 
The second company, which has a policy of not sharing its internal policies with anyone outside the company, offered the following summary of its policies relating to social networking:

We have internal blogs (many) as well as IM's and other technology to facilitate employee communication.  We simply provide that employees refrain from overuse during work time and require that all postings/communications not violate our code of ethics or anti-discrimination/harassment policies.  As for outside forms of communication, we do not take kindly to employees portraying personal opinions as those of the company (either directly or indirectly) and we are diligent about protecting the brand. 
Other examples are readily available on line including organizations such as the National Football League, ESPN, Sun Microsystems, etc.  Employers are advised, though, not to simply copy those efforts and to tailor a policy appropriate to the circumstances of the particular company. 
III.
Potential Legal Liability Governing Use and Misuse of Social Media

Privacy.  One of the most fundamental questions governing a social networking policy is the issue of privacy.  A key issue in many cases concerning employees’ use of social networking is the expectation of privacy (e.g., an employer-provided website, blog or other social networking site versus an invitation only, password protected site).  A majority of courts addressing the issue have ruled that in the face of a clear policy explaining the lack of privacy when using an employer’s electronic equipment or Internet access, employees have no privacy rights. 

For example, in Thygeson v. U.S. Bancorp, 2004 U.S. Dist. LEXIS 18863 (D Or. Sept. 15, 2004), the court held an employee had no reasonable expectation of privacy in the Internet websites he accessed while using his work computer.  In that case, the plaintiff was a former employee who was fired for excessive Internet use and storing sexually inappropriate e-mails, from his web-based account, on the company network.  The plaintiff sued, claiming the 
company invaded his privacy.  The court rejected the plaintiff’s claim because the company only gathered information available on its own network and had a policy regarding personal computer use and monitoring.  

  The National Labor Relations Act.  Even where there is no unionized workforce in place, the National Labor Relations Act (“NLRA”) provides employees with the right to engage in “concerted activity,” including the right to discuss the terms and conditions of their employment and even to criticize their employers, with co-workers and those outside the company.  However, not all concerted activities are protected by the NLRA; only those activities that are engaged in for the purpose of collective bargaining or other mutual aid or protection are covered.  Therefore, the issue of disciplining an employee who has criticized his/her employer on a social networking site must first be analyzed in light of whether such criticism arguably was connected with collective bargaining or other “mutual aid.” 

Hostile Work Environment and Discrimination Claims.  Social networking sites and blogs provide employees with additional avenues for engaging in inappropriate conduct for which employers may be liable, depending in part on whether the social networking engaged on paid work time or through the use of employer-provided equipment.  In Blakley v. Continental Airlines, Inc. 751 A.2d 538 (N.J. 2000), the court ruled that Continental had a duty to remedy the hostile environment created when its male employees used a company bulletin board to harass a female employee based upon her sex and in retaliation for her filing a lawsuit.  


If a supervisor has posted discriminatory statements regarding an employee’s protected status on his/her Facebook page, for example, and the employee is later terminated or subjected to an adverse employment action, the supervisor’s discriminatory statements could be used as evidence that the employment action was motivated by discriminatory animus.   
It is worth noting that in Oregon, there are no statutory prohibitions to disciplining an employee who posts inappropriate messages or other content on a social networking site (legal off duty conduct).  This is in contrast to some other jurisdictions such as California and New York.

Defamation Claims.  Employers may face liability for defamation based on electronic communications disseminated by employees.  Employee bloggers, for example, can create potential issues by posting rumors, gossip, and offensive false statements about co-workers and supervisors.  Negative comments made by management about a departing employee may also create liability.  Consider the following example:  An employee leaves Company A to take advantage of more promising opportunities with Company B.  Prior to starting with Company B, 
the employee’s supervisor at Company A posts false and damaging comments on a blog regarding the employee’s abilities and work habits.  An employee at Company B stumbles upon these comments, and Company B withdraws its employment offer based on the false information.  As a result of the comments posted in the blog, the former employee may have a cause of action against Company A and the supervisor for defamation or interference with prospective economic relations.    

Unauthorized Disclosure or Use of Confidential or Other Protected Information.  Employees may inadvertently reveal—or enable others to piece together— an employer’s proprietary or confidential information on a blog or social networking site.  Employees may also act more deliberately, such as a disgruntled employee revealing a company’s trade secrets and other proprietary information on a blog.   It is advisable, therefore, to ensure that the company has a well-defined policy concerning the use or disclosure of such information on social networking sites, including the consequences for unauthorized use or disclosure. 

Whistleblower Statutes.  Federal and state whistleblower laws may protect employees who complain about alleged unlawful or illegal activities.  For example, the Sarbanes-Oxley Act of 2002 (“SOX”) prohibits employers from terminating employees for “providing information, causing information to be provided, or otherwise assist[ing] in an investigation regarding any conduct which the employee reasonably believes constitutes a violation of  * * * any rule or regulation of the Securities and Exchange Commission, or any provision of Federal law relating to fraud against shareholders.”  

Oregon law, at ORS 659A.199, prohibits discrimination in employment based on an employee’s good faith report of information that the employee believes is evidence of a violation of a state or federal law, rule or regulation.


Both of these laws could be implicated by an employers’ knowledge that an employee has made a complaint or otherwise provided information about the alleged wrongdoing on a social networking site.


Vicarious Liability and the Duty to Report Unlawful Activity.  The case law is still being defined in the area of an employer’s exposure to vicarious liability for an employee’s alleged harassment of another on a social media site.  Many of these decisions appear to turn on whether the employee was engaged in the harassing or discriminating conduct while on paid work time or using employer-provided equipment or social media sites such as message boards.  For example, two recent Wisconsin decisions held that an employer was not liable for an employee who used his company phone and computer to harass non-employees, and that a negligent supervision claim was without support 

because it was not reasonably foreseeable that unsupervised Internet access would result in harm to others.  See, Sigler v. Kobinsky, 762 N.W.2d. 706 (Wisc. Appt. Ct. 2008); Maypark v. Securitas Security Services USA, Inc, 2009 WL 
2750994 (Wisc. Appt. Ct. 2009).   

 
At least one court has ruled that employers also have a duty to report illegal activities to the proper authorities and to take internal action when it becomes aware than an employee has engaged in unlawful activity.  See, e.g., Doe v. XYZ Corp., 887 A.2d. 1156 (N.J. Super. 2005).


Monitoring Use Through Unauthorized Access to Employee Site.  Employers sometimes pretend to be “someone else” when monitoring employees and applicants.  A number of courts have found employers liable where the company is either “disguised” for purposes of pretending to gain access or otherwise gains access in an unauthorized fashion.  One of the first cases to address the issue was Konop v. Hawaiian Airlines, Inc., 502 F.3d 868 (9th Cir 2002), in which the plaintiff, a Hawaiian Airlines pilot, was upset that his union (the Air Line Pilots Association ("ALPA")) was considering certain labor concessions in its collective bargaining contract negotiations with Hawaiian.  Konop created a web site containing statements critical of Hawaiian's President, and urging Hawaiian employees to consider alternative union representation.  The Ninth Circuit Court of Appeals held that unauthorized access and review of the contents of a password protected web site can constitute violations of federal laws including the Wiretap Act and the Stored Communications Act.  The court also held that an employer's accessing such a web site created by one it its employees without authorization, where the site is critical of company officials and urges company employees to consider alternative union representation, can constitute impermissible surveillance of union organizing activities in violation of the Railway Labor Act.   

More recently, in Pietrylo v. Hillstone Restaurant Group dba Houston’s, CV-065754 (D NJ 2008) an employee of the Houston’s Restaurant chain, owned by  Hillstone Restaurant Group, started a website for the stated purpose of "vent[ing] about any BS we deal with at work without any outside eyes spying in on us." In his opening post, the employee explained that the group was "entirely private and [could] only be joined by invitation."  Over time, employees posted sexual remarks about local store management and customers, jokes about the company’s standards for customer service and quality and made references to violence and illegal drug use.  After gaining access to the site through a co-worker who was asked to provide her password to a management employee, the company fired the employee who started the website.  Thereafter, he filed several claims, including a claim under federal Stored Communications Act and a claim for invasion of privacy.  


The federal Stored Communications Act prohibits unauthorized access to electronic communications, such as Internet postings, stored at an electronic communications provider (a term that includes Web hosts such as MySpace, Facebook, and LinkedIn).  The Act does, however, provide an exception where access is authorized.  In this regard, the court concluded simply that the co-worker’s deposition testimony as to whether she would have suffered an adverse employment action had she not disclosed her password to the manager created a factual dispute that required a jury trial concerning the issue of “freely given” consent.  The jury returned a verdict against the company on both the Stored Communications Act claim and the invasion of privacy claim.   The jury also found that the company had acted maliciously, i.e., had engaged in "intentional wrongdoing in the sense of an evil-minded act" which  entitled plaintiffs to an award of punitive damages.  Additionally, the actual damages awarded also triggered the Stored Communications Act's right of an aggrieved party to recover attorneys' fees.

IV.
Use of Social Media in Hiring Process

Employers are increasingly turning to social media for information about job applicants.  Generally, and as long as the employer does not violate state or federal discrimination laws, there are no current prohibitions on basing an employment decision on information obtained in the public domain such as a social networking site.   Be aware, however, that federal law such as the Fair Credit Reporting Act (“FRCA”) requires employers to obtain consent before conducting background checks through consumer reporting agencies.  If an employer decides not to hire an applicant based on information in a consumer report obtained from a social networking site, the employer must notify the applicant that its decision was based on that information.    
    
Nevertheless, and as with any information obtained in the hiring process, employers should balance the need to obtain information against the risks associated with possession of the information and acting on such information if it reveals an applicant’s protected characteristics.   

When using social media to search for or evaluate applicants, an employer may inadvertently become aware of an applicant’s protected characteristics (e.g., race, age, sexual orientation, marital status, disability, genetic information - now protected under the federal Genetic Information Non-Discrimination Act of 2008 and Oregon law (ORS 659A.303).  States such as Oregon also prohibit discrimination on account of sexual orientation, political affiliation, and off-duty conduct.  If the employer decides not to hire the applicant, he/ she my have a cause of action for discrimination based on the employer’s knowledge or possession of information concerning the applicant’s protected class status.   

For example, learning about an applicant’s arrest history, conviction, workers’ compensation claim or bankruptcy may unnecessarily subject the employer to a “failure to hire” discrimination claim.  The Oregon Bureau of Labor and Industries and the federal Equal Employment Opportunity Commission take the position that employment decisions based on arrest and/or conviction records may be evidence of race or national origin discrimination because statistically, minorities are arrested and convicted at higher rates than non-minorities.   Similarly, an Oregon employer is prohibited from making an employment-related decision based on a person’s workers’ compensation claim.  A new Oregon law, ORS 659A. 805, also provides only limited exceptions to employers wishing to use credit history for employment purposes.


Employers also should keep in mind that information discovered on a social networking site may be inaccurate or misleading.  For example, a website seemingly run by, or affiliated with, a job applicant may not actually be related to, or even known by, the applicant.  Additionally, it is not uncommon for false information to be posted on blogs and other social networking sites.  
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